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Memory Safety in C

What is memory safety?

memory safe⇔ no spatial or temporal errors

Spatial

int Ar[15];
Ar[20] = ...;

Temporal

int *Ar = malloc(15 * sizeof(int));
free(Ar);
Ar[0] = ...;
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Possible Check Locations

→→

Considered: Dominating Locations

Limitations:

• Value from call/memory

• Possible no-return call

• No loop bounds available

• Non-a�ine control-flow, e.g.
if (a*b > x) . . .
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Combined Checks

Which accesses to check together?

⇾→⇾→

→⇾

void init(int *ar, int size) {

for (int i = 0; i < size; i += 2) {

if (i+1 < size) {

ar[i+1] = 1;

}

ar[i] = 0;

}

}

• Same array

• Common possible check location

• Optimal: Exponential→ greedy,
combine as many as possible

T. Jung, F. Ritter, S. Hack PICO 11



Combined Checks

Which accesses to check together?

⇾→⇾→

→⇾

void init(int *ar, int size) {

for (int i = 0; i < size; i += 2) {

if (i+1 < size) {

ar[i+1] = 1;

}

ar[i] = 0;

}

}

• Same array

• Common possible check location

• Optimal: Exponential→ greedy,
combine as many as possible

T. Jung, F. Ritter, S. Hack PICO 11



Combined Checks

Which accesses to check together?

⇾→⇾→

→⇾
void init(int *ar, int size) {

for (int i = 0; i < size; i += 2) {

if (i+1 < size) {

ar[i+1] = 1;

}

ar[i] = 0;

}

}

• Same array

• Common possible check location

• Optimal: Exponential→ greedy,
combine as many as possible

T. Jung, F. Ritter, S. Hack PICO 11



Combined Checks

Which accesses to check together?

⇾→⇾→→⇾
void init(int *ar, int size) {

for (int i = 0; i < size; i += 2) {

if (i+1 < size) {

ar[i+1] = 1;

}

ar[i] = 0;

}

}

• Same array

• Common possible check location

• Optimal: Exponential→ greedy,
combine as many as possible

T. Jung, F. Ritter, S. Hack PICO 11



Combined Checks

Which accesses to check together?

⇾→⇾→→⇾
void init(int *ar, int size) {

for (int i = 0; i < size; i += 2) {

if (i+1 < size) {

ar[i+1] = 1;

}

ar[i] = 0;

}

}

• Same array

• Common possible check location

• Optimal: Exponential→ greedy,
combine as many as possible

T. Jung, F. Ritter, S. Hack PICO 11



Cost Function

Cost to place a Check at a Location:

cost(L, C) ∶= execFrequency(L) ⋅ complexity(L, C)

Relative to other locations Number of operations in the check

if (size < 1)

return NULL;

abortifn(access_is_ib);

abortifn(size < 1 || access_is_ib);

if (size < 1)

return NULL;

abortifn(access_is_ib);

T. Jung, F. Ritter, S. Hack PICO 12



Cost Function

Cost to place a Check at a Location:

cost(L, C) ∶= execFrequency(L) ⋅ complexity(L, C)
Relative to other locations

Number of operations in the check

if (size < 1)

return NULL;

abortifn(access_is_ib);

abortifn(size < 1 || access_is_ib);

if (size < 1)

return NULL;

abortifn(access_is_ib);

T. Jung, F. Ritter, S. Hack PICO 12



Cost Function

Cost to place a Check at a Location:

cost(L, C) ∶= execFrequency(L) ⋅ complexity(L, C)
Relative to other locations Number of operations in the check

if (size < 1)

return NULL;

abortifn(access_is_ib);

abortifn(size < 1 || access_is_ib);

if (size < 1)

return NULL;

abortifn(access_is_ib);

T. Jung, F. Ritter, S. Hack PICO 12



Cost Function

Cost to place a Check at a Location:

cost(L, C) ∶= execFrequency(L) ⋅ complexity(L, C)
Relative to other locations Number of operations in the check

if (size < 1)

return NULL;

abortifn(access_is_ib);

abortifn(size < 1 || access_is_ib);

if (size < 1)

return NULL;

abortifn(access_is_ib);

T. Jung, F. Ritter, S. Hack PICO 12



Cost Function

Cost to place a Check at a Location:

cost(L, C) ∶= execFrequency(L) ⋅ complexity(L, C)
Relative to other locations Number of operations in the check

if (size < 1)

return NULL;

abortifn(access_is_ib);

abortifn(size < 1 || access_is_ib);

if (size < 1)

return NULL;

abortifn(access_is_ib);

T. Jung, F. Ritter, S. Hack PICO 12



Check Placement: Location and Profitability

Which location and check to use?

• Use Minimum Cut to choose a location Lp
• Instrumentation check always at the access location La→ Profitable if: cost(Lp, PICO cℎeck) < cost(La, Instrumentation cℎeck)
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Evaluation: Setup

. . .→So�Bound [4]→PICO→. . . Linking incl. LTO
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Summary

Memory Safety: Still an issue?

2021
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PICO Overview

for each access:
compute access description
classify redundancy

determine possible locations
combine accesses

for each combination:
find optimal locations
classify profitability

remove instrumentation checks

replace with PICO checks

keep instrumentation checks

non-redundant

combinations

redundant

profitable

non-profitable

redundant check elimination

run-time check generation
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Correlation to Cyclomatic Complexity
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Checks Proven Safe and Replaced

bench. #l/s IB repl.
lbm 401 8% 87%
art 583 65% 12%
equake 1,012 48% 30%
mcf 630 9% 45%
gzip 1,607 48% 22%
bzip2 3,585 6% 21%
milc 3,707 52% 35%
ammp 5,130 16% 54%
sjeng 5,136 60% 26%
vpr 4,668 43% 14%
sphinx3 5,711 14% 35%
hmmer 11,752 14% 32%
mesa 22,185 10% 43%
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Presburger Access Description

• Flow-sensitive program analysis
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int *cp = malloc(size * sizeof(int));

for (int i = 0; i < size; i++) {

cp[i] = ar[i];

}
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Presburger Access Description

• Flow-sensitive program analysis
• Based on Scalar Evolution[1] and Polly[2], using ISL[3]

int *cp = malloc(size * sizeof(int)):

{Mem ∣ cp ≤ Mem < cp + size}
cp[i]:{Mem ∣ Mem = cp + li ∧ 0 ≤ li < size}→ {Mem ∣ cp ≤ Mem < cp + size}

OOBMem ∶= Access ∩ Bounds
OOB ∶= �Mem(OOBMem)IB ∶= OOB

{Mem ∣ cp ≤ Mem < cp + size}∩ {Mem ∣ cp ≤ Mem < cp + size} = {}falsetrue
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